Registration to Single Sign-On (SSO)
&
Subscription to Health Facilities Engineering Section (HFES)

You must register for a Single Sign-On (SSO) ID and be approved as a submitter on the Health Facilities
Engineering Section (HFES) system in order to submit online Applications for Plan Reviews and Plan Review
Fees (Note: no credit card payments are being accepted at this time). Please follow the instructions below to
register in the Single Sign-On (SSO) system.

Production System  https://sso.state.mi.us

Open your web browser and go to https://sso.state.mi.us
Select the Register* button from the State of Michigan Portal Page. Users must register for a
SSO userlD before they can subscribe to applications.
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Complete the requested information (some items are required *) and click on the Continue
button. The Single Sign-On (SSO) system determines if the user is a State of Michigan (SOM)
employee or an external (Internet) user by the email address used for registration. SOM
employees must use their @michigan.gov email address.
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Non State of Michigan employees must create a unique userID. The system will use the user’s
last name, the first initial of their first name, and the four-digit number they entered, or a four-
digit number the system creates for them. IE...doej1234

State of Michigan employees will not see this screen. SOM employees will use the userlD
already assigned to them for access to the SOM network and email system.
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Internet users are required to create a unique userlD. They can add a four-digit number to their
userID or the system can create one for them. The number presented in the blue outlined box on
the bottom of the form is to protect our system from being flooded with userlID requests.
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REGISTRATION. Step 2
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Users must type this number in the white box directly above. When completed, users should
click on the Continue button.



The user is then presented with a confirmation page. The data entered by the new user is
displayed for review before the data is submitted to the SSO system. If corrections are needed
the user can select the Back button. If the information is correct, the user selects the Submit

Button.
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The user will be presented with a page stating that the system has accepted their registration data.
Users are notified that their account has been created and presented with their temporary
password via email. The length of time an email notification will be received is based on
multiple factors. The single sign system will create and send the email notification within
minutes. Time lapse between sending and received and email can be effected by Internet traffic,
the individual settings of various ISP email systems, and users personal settings on these various
email systems.
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The user clicks on the Close button and the registration is completed.
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A dialog box will ask if they wish to close this window?

Microsoft Internet Explorer 4
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Users can click on yes and the web browser will close. We require that users close their internet
explorer for security reason.

The new user will receive an email with a “clickable” link they can use to configure their new
account (only if the email system supports HTML). This email is sent to the email address the

user listed when they registered.
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All user accounts are created with a temporary password that can only be used once. Users
should highlight their password, right click on the highlighted password, and select copy from
the menu. Users can then click on the Click here to go to SSO Login Page link. If the users
email system does not support HTML pages they will have to open their browser and go to our
web page. (https://sso.state.mi.us) From this page, users can then change their password and
configure their challenge / response answers.

[/
"l ._Elx

Q-0 RRGPAHFFEE I MWM-|3
Yahoo! WwYahoo! Mail pal | seareh —

H ' welcorne, johnmoora?9
A L MAIL (sian out, My Accoun 1 Mail Horme - Mail Tutorials - Halp
[x] click here

m Addresses ~ | Calendar ~ MNotepad ~ What's New - Mail For Mobile - U, les - Options

Check Mail Compose Search Mail  ~ Search the Web

Previous | Mext | Back to Messages Printable Visw - Full Headers
Delete || Reply -| ] -| spam | Have... v|

Folders [Add - Edit] This message is not flagged. [ Flag Message - Mark as Unread ]

E3Inbox Date:  Thu, 14 Apr 2005 13:37:38 -0400 [EDT)

Cal Draft From: 8850_TESTAdministrator@michigan. gov ﬁadd to Address Book [ Add Mobile Alert

(& Sent Subject: Hew Account Information frarn IBM Tiveli Identity Manager

(g Bulk [Ernpty]

(@ Trash LErnpty]

My Folders [Hide] The following new ITAM Service [TAMProfile] account has been created for

i you:

£ Saved Msil ITIM notification

< What's your Owner Name: R Hressubmitte

* Gredit Scare? Click here to goto SS0 Login Page

Account 1D: hressubmitter1111
& find ald High
* School friands
Password: Banfs
Days™ Time of service provision: Apr 14, 2005 01:37:38 EDT

Click here to qoto 550 Login Page

Delete Reply = | Forward vl spam Hove... v
~

€] http:/fus.ard.yahoo.com{SIG=1 2cuv7gjM=340004 7327466, 822817731 31 20/D=mail{5=150500004:NjY=YAHOO/EXP=1 128717 R #© Internet |

Once a user has “clicked” on the link in their email, they will be taken to the Login page. Users
can enter their userID and “paste” their password. Once users click on the Login button they will
be informed that their password has expired.
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https://sso.state.mi.us/

Users are required to change their password. “Paste” the temporary password from the email
into the Input old password text box. Enter your new password twice. Users can then click on
the Change Password button.
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Users must then complete their challenge / response questions.

The challenge / response are a series of four questions that users must answer (six questions in
the test system). If users later forget their password, they can click on the “I Forgot my
Password” link on the Login page. The user can supply two of the answers they gave to the
questions and the system will email them a new temporary password. Users can then log into the
SSO system and reset their password. This is an example of the Password Challenge page.
Actual questions and presentation will be different than currently appears.
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If answers and confirm answers match you will get a message that the answers have been
updated. Click on the OK box. Users are taken to the Account Maintenance screen.
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Users can click on the Done button to begin the Application Subscription process.
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Subscription to Applications

Users will be directed to the SOM-DCH Application Portal page after they have entered a valid
UserID and password. Users can select Subscribe to Applications from this page.
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Users are presented with the Subscription page. Users can click on the arrow box below the text
message “Please Select from the list”. This box will be populated with the applications that the
user can subscribe to.

‘A Subscription Page - Micresoft Internet Cxplorar

B L8 vew Favoriss [ook e -
Ak, 48] hetps: ffsunan. mach. state. i ek, v B
(] 2 . 4 - 2 - =] 3 3
Rk Rop Radreh o Sewch Favribe Mascin ey Prirk Had Maomtagponr
Google - v | i Seachweb - & o 0. doies By - S

SUBSCRIPTION

Flease Salect from e st

Copyrsght: @ 2002 Stabe OF Michigan, Department of Commurity Hialth, All nghts riserved

€] pum =




When the arrow is clicked on by the user, the list box will “open” to show the user the
applications they can subscribe to. The user can click on the application name they wish to
subscribe to. Select Health Facilities Engineering Section from the drop down list.

rosoft Internet Explorer
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The application selected will now appear in the text box. Users can click on the Next button.
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Users are presented with the Health Facilities Engineering Section Subscription page. Users add
their work phone number (if not already populated) Users click on the Continue button.
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A confirmation screen allows users to review their information before submitting. If the data is
incorrect, the users can click on the Back button and fix the data. If the data is correct, users can
click on the Continue button.
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User Enrollment Confirmation For: HFES

Please review the following information. Click Submit or Back:

User Info

Usermame : moorejoh

Email Address : moarejoh@michigan. gov
Full Name < John Moore

Phone Number 1 517-241-9148

Supervisor/Security Admin Details

E-mail : salpekar@michigan. gov
Name : Girish ¥ Salpekar
Phone 1 517-241-9148
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The users will receive a confirmation screen telling them that the data has been received by the
Single Sign-On system and that they will be notified if their subscription request is approved (or
rejected).
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When users click on the Close button the will receive a popup message asking, “Do you want to
close this window? Users can click on Yes and the explorer window will close.
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Users will receive an email notification that their request has been approved or rejected. When
the user logs back into the SSO system, they will have an active link for the new application.
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Users can click on the Health Facilities Engineering Section link and the application will open.

Account Maintenance

Users can choose to change some of their account information. Some Personal information can
be changed, such as phone number. The user’s password can be changed as well as the answers
to the Challenge/response questions. To access the information users can click on Account

Maintenance
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Users are taken to the Account Maintenance Screen. Users can select the type of change they
will be making by clicking on the corresponding link.

Account Maintenance Screen
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If a user clicks on Change My Personal Information, they will be taken to the Change My
Personal Information screen. Some personal information can be changed. SOM employees are
not allowed to change their email address. Non-SOM employees can change their email address.
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1 ID: moorejoh inn

Uses I

Change My Personal Information
Change your personal information and press OK when finished

Last Mame:
[Moore
First Mame:
[John

Micicle Iritial

Email Address:

Wiork Phone (123-456-78930):
[p17-2019148

% Cancel
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User ID: moorej2000

Change My Personal Information
Change your personal information and press Ok when finished,

Last Maime:
‘Muure
First Name:
[John

Miciclle Initial;
Etmail Aderess:
[lshnmooreg@attbi.com

‘Wark Phone (123-456-7880),

\
[0K]_Cancel

&] Done S P Internet

Internet users can change their email address.

If users select Change My Password from the Account Maintenance screen, they are taken to the
Password Change Screen. They must enter their current (old) password and type the new

password twice. Click on the Change Password button.

Password Change Screen

3 S50 Administration: - Microsoft Internet Explorer
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NOTE: Passwords must be at least five(5) characters in length. Passwords are case sensitive.

Change Password ] [ Cancel ]

&] Done 2 @ Internet
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The last option for Account Maintenance is the Challenge/Response Answers. Users may never
have to change their answers but if they feel their answers have been compromised, they may
with to change them. This feature is for users who forget their password. It allows users to click
on the | forgot My Password link on the login page and the system will create a new password
and email the user. The user can then log into the SSO system and change their password.

Challenge/Response Answers Page

& | Change Challenge/Response Answers - Microsoft Internet Explorer |ZHE|E|
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User ID: moorejeh Sian Off

Change Challenge/Response Answers
Change your answers and click 0K, You must provide an ansywer to each challenge.

‘What was the name of your first school?

Ansvver: |'l"'¢" Confirm Ansvwer: |oooooooo

‘What is your all-time favorite sports team?

Anzvver: |!l¢¢¢¢" Confirm Answer: |O"OOO"

‘Who was your childhood hero?

Answer: |I“---" Confirm Answer: |""""

‘What was the make of your first ¢car?

Ansvver: |'l"'¢" Confirm Ansvwer: |oooooooo

‘What is the name of the ¢ity you were hornin?

Anzvver: |!l¢¢¢¢" Confirm Answer: |O"OOO"

‘What is your fathers middle name?

Answer |eeeesses Confirm Ansvwer: | --------

% Cancel

@I Done é ' Internet
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If users wish, they can change their challenge / response answers.
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